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Abstract

Criminals use money laundering to make the pro-
ceeds from their illegal activities look legitimate in
the eyes of the rest of society. Current countermea-
sures taken by financial organizations are based on
legal requirements and very basic statistical analy-
sis. Machine Learning offers a number of ways to
detect anomalous transactions. These methods can
be based on supervised and unsupervised learning
algorithms that improve the performance of detec-
tion of such criminal activity.

In this study we present an analysis of the difficul-
ties and considerations of applying machine learn-
ing techniques to this problem. We discuss the pros
and cons of using synthetic data and problems and
advantages inherent in the generation of such a
data set. We do this using a case study and suggest
an approach based on Multi-Agent Based Simula-
tions (MABS).
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Laundering, Money Laundering, Anomaly De-
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1 Introduction

Money laundering threatens the economic and so-
cial development of countries. The threat is due to
the injection of illegal proceeds into the legitimate
financial system. Due to the high amount of trans-
actions and the variety of money laundering tricks
and techniques, it is difficult for the authorities to
detect money laundering and prosecute the wrong-
doers. Thus, it is not only the amount of transac-
tions, but the ever changing characteristics of the
methods used to launder money that are constantly
being modified by the fraudsters, which makes this
problem interesting to study.
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This paper aims to analyze the implications of
using machine learning techniques for money laun-
dering detection (also known as Anti-Money Laun-
dering, AML) in a data set consisting of synthetic
financial transactions.

Our case study is based on the company AB ﬂ
Company AB has developed a mobile money im-
plementation that provides users with the ability
to transfer money between mobile phone users, by
using the phone as a sort of electronic wallet. The
task at hand is to provide a tool that detects sus-
picious money laundering activities.

The mobile money service is currently running
in a demo phase. Hence, real data from this sys-
tem is not available at this stage and therefore the
system does not produce representative data that
can be used e.g. for the training of the machine
learning algorithm. Thus, due to the lack of real
data we turn to the generation of synthetic data as
an alternative.

The use of synthetic data for machine learning
has implications. In this paper we present our ideas
about how to address some of the difficulties raised
by the lack of real data.

Outline The rest of this paper is organized as fol-
lows: sections[2]and [3]introduce the topic of money
laundering and present previous work. Sections [4]
and [5| address the main topic, which is the use of
synthetic data for Anti-Money Laundering. We fin-
ish with a discussion and conclusions including fu-
ture work in sections [6 and [@

2 Background

Money Laundering affects the finances of nations
and it may contribute to an increase in the funding

IThe identity of the Company AB unfortunately cannot
be disclosed due to a Non-Disclosure Agreement
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of criminal activities [3]. Due to issues such as the
high amount of transactions taking place in any fi-
nancial service, it is not a trivial task to find specific
anomalous transactions that should be marked as
suspicious. The reported suspicious activity needs
to be supported by tangible evidence that allows
specialized government agencies to investigate fur-
ther.

In Sweden and other countries, most companies
in the financial sector are required by law to ad-
dress money laundering detection. The cost of im-
plementing such controls for AML is quite high,
mainly because of the amount of manual labor
required. In Sweden alone it is estimated to be
around 400 million SEK annually [I3].

The most common method today used for pre-
venting anomalous financial transactions consist in
establishing thresholds for all transactions. Trans-
actions that exceed these thresholds require extra
scrutiny, whereby the client needs to declare the
precedence of the funds. These thresholds are set
by law without distinction made between different
economic sectors or actors. However, this of course
leads to fraudsters changing their behavior in or-
der to avoid this kind of control, by e.g. making
many smaller transactions that fall just below the
threshold [9].

The specific domain covered here is the service
Mobile Moneyﬂ which is offered by Company AB.
Mobile Money is a platform for transferring money
between users, using their mobile phones. This is
accomplished by the use of codes sent through text
messages or the Internet.

Mobile money brings several benefits for users,
including the simplicity of transferring money be-
tween themselves and others. One user only needs
to know the mobile phone number of the receiving
user in order to send money. If the receiving users
are registered in the system then the money can
be deposited right away in their account. Other-
wise, the users receive a code via SMS that enables
the recipient to collect the money in cash at one
of the nearby local stores that are affiliated with
the mobile money operator. It does not require a
user to own a bank account, which is beneficial for
many people in the world who do not have suffi-
cient assets to warrant a bank account. However,

2 Mobile Money is a generic name that we use in this
study and it is not the true name of the service provided by
Company AB

if the user wants to refill their account or withdraw
money, then an existing bank account can be con-
nected to the mobile money account, and used in
conjunction with it. There are also other alterna-
tives such as top-up card or credit cards connected
with the service, that can be used to deposit or
withdraw money from the mobile money system.

3 Related work

A number of basic countermeasures against money
laundering have been proposed, including basic sta-
tistical analysis which constrains the amount of
the transactions as well as restricting their fre-
quency [5]. Other methods that complement these
basic security measures are based on checking ev-
ery customer against a black list originating from
previous investigated cases and a white list to e.g.
avoid mistakes when faced with persons with the
same name. Unfortunately, these and other meth-
ods have proved to be insufficient [13].

Several machine learning techniques have been
used for detecting fraud, and more specifically
money laundering, [I7]. From the point of view of
machine learning, the application is interesting, due
to the successful classification rate (high True Pos-
itives and low False Positives) that the classifica-
tion model can achieve compared to other methods
such as simple rule based detection that compares
transactions against fixed thresholds.

Data mining based methods have also been used
to detect fraud [I5, 20, M9]. This leads to the
observation that machine learning algorithms can
identify novel methods of fraud by detecting those
transactions that are different (suspicious) in com-
parison with the benign transactions. This problem
in machine learning is known as novelty detection.
Supervised learning algorithms have been used on
a synthetic data set to prove the performance of
outliers detection [I].

There are tools such as IDSG (IDAS Data and
Scenario Generator [I1]) which was developed with
the purpose of generating synthetic data based on
the relationship between attributes and their sta-
tistical distributions. IDSG was created to support
data mining systems during their test phase and it
is been used to test fraud detection systems.

Gao [§] proposed one of the frameworks used for
AML introduces the terms legal transaction, usual
transaction, unusual transaction, suspicious trans-
action and illegal transaction for describing differ-
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ent possible categories of transactions. This frame-
work aims to rank the likelihood that a transaction
would be illegal on a scale from 0 to 100, which
enables prioritization.

We wish to stress that a detector cannot be com-
pletely certain that a transaction corresponds to
money laundering. This task is delegated to the
legal authorities. Instead of doing that, we intend
to flag customers and transactions with a label of
suspicion that focus the attention of the operator
for further investigations.

Despite the possible bias injected in the data set
during the simulation, synthetic data has been pre-
viously used with similar reasons as the ones pre-
sented by Barse [2]. As in that work, the lack of
real data and the low probability of real instances
of fraud in the real world data obtained, are some
of the reasons discussed further in this paper.

In general the availability of financial informa-
tion for research is very restricted by the corporate
policies and even the law. Customers are usually
protected by the financial organizations and the
disclosure of their private information is limited
by internal and government policies. In order to
get access to such data, anonymization techniques
should be used on the data set in order to allow for
the preservation of privacy [18] [10].

4 AML for mobile money

The detection of money laundering in the mobile
money service is not trivial due to the difficulty
of classifying transactions that are intended to ap-
pear as normal and legal. In this paper we address
this problem with the approach of learning from the
experiences of past detected patterns of illegal be-
havior in order to gain more knowledge about the
possible rules or new patterns of fraud that could
emerge in a mobile money system.

The first step to address our problem is to start
by clearly formulating the learning problem.

4.1 Problem definition

Regarding the mobile money AML domain, we for-
mulate the learning problem as:

Task T Classification of transactions as normal
or suspicious based on the known pattern of legal
transactions. The aim is to find anomalies or out-
liers inside a data set of mobile money financial
transactions.
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Performance Measure P Percentage of trans-
actions correctly classified as anomalous, also
known as True Positives (TP) and the percentage
of False Positives (FP) i.e. transactions that are
not anomalies and are misclassified as anomalies.

Experience E Synthetic data generated with
transactions labeled as legal (normal) and/or illegal
(suspicious).

The main weakness is that the experience gained
by using a synthetic data set can be biased and in
some cases it may not match a realistic situation
that would occur in a real-world data set. However
in the following sections we present our analysis
of how this can also be used to our advantage by
allowing us to gain information about unseen but
expected situations in a real-world data set.

4.2 Data Preprocessing

One of the tasks that need to be addressed is data
preprocessing. This task includes the selection of
the attributes, discretization, noise removal and, in
certain domains, data fusion.

Company AB has a design with a database that
aims to store all the log information about the users
interactions with the service. For this study we
need to select the attributes that best contribute to
the correct classification of suspicious transactions.

The customers are originally differentiated in the
system by a profile. The profile for each customer is
specified at the opening of the account by internal
criteria. Customers with certain profiles are limited
e.g. in the amount and the frequency of the trans-
actions that they can perform. Additionally, there
are specific methods that detect anomalies based
on profiling customers which can be applied when
faced with prior profiles such as these [4].

In addition to the generation of profiles, we
added the following attributes to our simulation:
Customer ID, Profile, Date of the Transaction, type
of transaction (e.g. deposit, withdraw, transfer),
Amount of the Transaction, Location (city), Ac-
count Age (months since the creation of the ac-
count) and Customer Age (years).

For each transaction of type transfer there is also
a deposit transaction with the same value for a
different customer. This transfer transaction de-
scribes a social network between customers. The
rest of the fields are generated according to the
given parameters of the simulation and random op-



erations with range validation to guarantee consis-
tent data that follows a realistic model.

Data labeled as anomalous should be added in
the transaction database in order to run supervised
algorithms. These anomalous records are created
with the intention to replicate some of the com-
mon patterns used by fraudsters. One example of
these patterns is an unverified user profile which
makes either large deposits or large withdraws in
comparison to a predefined threshold. Some other
known problematic patterns of usage include: sev-
eral withdraws from the same profile above the av-
erage normal value for transactions by young cus-
tomers, a verified customer that performs a single
large withdraw, and finally a chain of transactions
that deposits money in a single account followed by
consecutive withdrawals from that same account.

In a realistic situation we would be handling mil-
lions of transactions in a data set and in most of
the cases only a small testing samples of the whole
data set can be processed.

Although computational scaling performance is
a topic that is not addressed here, the learning al-
gorithms selected are profoundly affected by the
amount of data provided for the training and the
cross validation phase.

4.3 Learning with Synthetic Data

For a real world data set the selected algorithms
should produce the best accuracy, i.e. TP rate, in
comparison with the other algorithms. This tells us
directly that our classifier can detect a significant
number of suspicious transactions. However, the
FP rate which is represented by the misclassified
number of instances from the normal data, is also
an important indicator of performance because we
do not want a situation where the high number of
FP will consume the time of an investigator and
leads to possible missed cases and lack of trust by
the investigators in the detector.

Thus, we are interested in providing an accurate
method to improve the detection rate (TP) and re-
duce the misclassification rate of the benign data
(FP) counted on the data collected from the simu-
lation. A synthetic data set can be used to train the
classifier and test different scenarios. One example
of such a scenario is when the customer population
have low income and only a few customers have
large assets.

The results of this classification algorithm with
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a synthetic data set should be interpreted in a
broader perspective than results with a real-world
data set. In a real scenario the results are used for
prosecuting and reporting individuals. But when
doing research using a synthetic data set the pur-
pose is different. One of the goals is to identify
the measures of detection and control that could
be added to the system, given a set of conditions,
with the clients.

We studied possible algorithms for our detection
research using the same data set. The algorithms
analyzed here are based on Decision Tree learning
and clustering techniques. Other methods such as
Support Vector Machine (SVM), Neural Networks,
Link Analysis and Bayesian networks are not ad-
dressed here, but we expect to improve our ap-
proach in a future work by including these methods.

Decision Tree algorithms construct a tree that
contains branches with rules that correctly classifies
the most of the data set [16, [6]. The main advan-
tage of using these algorithms (in comparison with
other machine learning algorithms) for the domain
of mobile money AML is the possibility for an in-
vestigator to determine common rules that classify
suspicious behavior.

There could be situations where fraudsters start
to behave according to a new pattern based on e.g.
a specific location or city, combined with other at-
tributes such as age, profile and others that in-
spected singly seem to be normal, but in combi-
nation could lead to the detection of a new fraud
trend. However some of the requirements of these
algorithms are that the data set used for the train-
ing should be representative enough of the whole
data set in order to get rules that sufficiently gen-
eralize to the real scenario. These rules should be
refreshed frequently in order to detect new possible
fraud trends.

Clustering techniques such as distance based
clustering and density based clusters can be useful
to classify natural clusters that appear in the data
set. The disadvantage with these techniques is the
hard task of finding the parameters that expose ab-
normal behavior clusters due to the class unbalance
problem of the distribution of the classes [7]. In a
normal situation most of the records in a data set
are instances of the normal behavior of a customer,
with only a few representing anomalous (i.e. inter-
esting) behavior.

In addition, the complexity of the patterns used



by fraudsters represent a challenge, due to the fact
that the fraudsters’ patterns intend to mimic nor-
mal behavior in order to pass undetected by law
enforcement.

Besides, from the perspective of our detection
tool, we cannot be 100% certain of the illegal prece-
dence of the funds in a transaction, that is why our
detector should include a suspicious rank that al-
lows an investigator to prioritize more relevant and
important cases.

5 Mobile Money simulation

During this research, we found a number of difficul-
ties that affect working with this domain. We found
the lack of access to real data, the poor quality of
samples in the real-world data we could access, and
the many possible scenarios that we would like to
explore, are some of the problems found in our case
study. Such a problems make the process of re-
search more difficult. This is the reason behind the
discussion of using synthetic data as an alternative
to further research in this area.

Important issues arise when analyzing the use
of machine learning for money laundering such as:
volume and complexity of data, class imbalance,
concept drift, class overlap and class mislabeling
[17].

However, many other considerations also play a
role in the simulation. One of the most important
challenges that we need to address is: How can we
make our model realistic and as close as possible to
a desired scenario?

In order to answer this question, we present the
following benefits and disadvantages of using syn-
thetic data for our research.

5.1 Benefits of using synthetic data

When using synthetic data one of the benefits we
identified is the possibility of selecting attributes
that reduce considerably the complexity of the data
structures involved. Furthermore, this simplifies
the tasks of data preparation and extraction from
real sources. The volume of the data can be tuned
to comply with different experimental setups.

The class imbalance problem can be reduced
by setting up a simulation that produces enough
records of each of the interesting classification
classes. Class overlap is still a remaining issue with
simulations. However, simulations that properly
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represent fraud behavior can avoid class mislabel-
ing.
We summarize our findings as:

e The data that represent realistic scenarios are

readily available.
The privacy of the customer is not impacted.

The disclosure of results is not affected by poli-
cies or legal issues.

The data set is available for other researchers
to reproduce experiments.

Different scenarios can be modeled with param-
eters controlled by the researcher.

Injection of enough abnormal data to address
the class unbalance problem.

Simulation of abnormal behavior prevent the
problem of mislabeled classes.

5.2 Disadvantages of using synthetic data

Unfortunately other issues arise that are important
to consider when using synthetic data. Some of
these issues are:

e The data generated might be nor representative

or realistic.
Data can have biased information.

It is difficult to build a realistic model due to
the complexity of variables and parameters.

The simulated suspicious data cannot be inves-
tigated further by the government agency. In
a real scenario these results could be used for
improving the accuracy of the existing classifi-
cation algorithms.

It is unknown if we can transfer the learning

from a simulated data set to a real-world data

set.
Some of the disadvantages presented can be mini-
mized if we can build a simulation with records that
can represent a real-world situation. It is important
to understand that the purpose of the simulation is
not to reproduce a view of the real world, but to
provide an alternative simplified scenario that is
designed according to a model as it is presented in
the following section.

5.3 Multi-Agent Based Simulation

Multi-Agent Based Simulation is an approach that
involves the use of autonomous and interactive
agents and it has been used to model complex sys-



tems. These agents are described by their state,
behavior and their interaction with other agents,
which generates complex global behavior usually
found in different domains [I2].

Previous work has shown the use of Multi-Agent
based simulation in the task of simulating social
networks and analyzing social behavior [14]. Mo-
bile Money resembles a social network of connected
clients where the connections are represented by
the transactions (money sent or received) and the
nodes are represented by the clients.

The synthetic data from a simulation aims to rep-
resent the interactions of the customers of a mobile
money system. The graph shown in Figure [1] is
used to represent a desired scenario that can be
used to study a certain phenomenon nor existing
in a real world data set. This graph is an hypo-
thetical situation where 2000 clients from 7 differ-
ent cities perform legal transactions with customers
inside or outside their cities. The simulation allows
the researcher to follow one agent and keep track of
its behavior and also store all the transactions for
further analysis.

cioasoin

Figure 1: Scenario 1 - 2000 clients distributed across
7 cities and multiple edges connecting clients that pro-
duces legal transactions

Figure [ represent a small simulation of 20 mali-
cious agents distributed across 3 cities. The behav-
ior of these agents can be modeled as a coopera-
tive network of agents which aim to move a certain
amount of money from the red nodes to the blue

nodes. By doing this, the malicious agents avoid
the threshold controls present in the system.

Figure 2: Scenario 2 - 20 accounts distributed across 3
cities generating suspicious transactions

There are several agent-based frameworks that
incorporate toolkits to aid the development of these
kind of systems. Some of them are freely available
and are widely used in academic simulations (e.g.
MASONEL Repast EL Swarnﬂ). We used MASON
for the network graphs and simulations presented

in Figure [I] and
6 Discussion

One of the difficulties with this domain is the lack of
available data sets to use for training the machine
learning algorithms and compare results with other
researchers. This is the reason why a synthetic data
set is proposed as an alternative. We are unable to
obtain any data set for the mobile money system
at the moment.

Before, we have done some preliminary work
based on a simplified statistical simulation. Be-
cause of the elementary of this simulation we are
not going to discuss any result here. This simu-
lation was a biased representation of the domain
that was used to run different machine learning al-
gorithms in order to experiment with different out-
puts. But from this experience, we gained interest
in producing a better simulation that shows real
behavior and characteristics of clients from this do-
main.

The concept of MABS presented in section
make us consider that we can obtain a model based
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on multi-agents that would be realistic enough for
our purpose of analyzing the possible scenarios and
build a detector for money laundering. This led us
to work on a simulation based on the concept of
Multi-Agents Systems.

The problem of finding anomalies within the do-
main of money laundering is really a challenge. Ev-
ery time a new pattern of money laundering is de-
tected by the authorities and a new control mech-
anism is implemented, the fraudsters change their
modus operandi and create a new method that is
undetectable by the current rules of a rule based
AML system.

When doing research in the domain of mobile
money a number of difficulties arise, including the
lack of access to real data that can be used to eval-
uate the learning algorithms. Even with real data,
the lack of anomalous transactions can be a prob-
lem. This is why the injection of synthetic anoma-
lies in a real-world data set is an alternative to over-
come the problem of e.g. an unbalanced number of
classes.

We do not expect to be able to identify all
anomalies but we intend to identify abnormal be-
havior from the customers that can lead to the de-
tection of these new mutated methods.

7 Conclusions

We have presented an analysis of the use of a syn-
thetic data set from the domain of mobile money for
experimentation with machine learning algorithms.
Through the use of simulation of different scenarios
we can discover flaws in the current system. This
can also lead to the finding of new policies and leg-
islation that could detect the appearance of previ-
ous detected patterns of money laundering in the
future.

We pretend to illustrate the methods that can
be used to evaluate the accuracy of different al-
gorithms, without going into specific details. Our
analysis covers Decision Trees, Clustering tech-
niques and Decision Rules that are more under-
standable by human operators than other machine
learning algorithms.

When working with synthetic data there is al-
ways a risk of generating a data set that does not
represent the real world data set. This can lead
to results that are biased by the way the data was
generated. On the other hand a synthetic data set
can also simulate different scenarios that are not

39

available for experimentation and analysis as they
are unusual, catastrophic etc.

As shown before, the benefits presented in sec-
tion [5. 1| make us conclude that using synthetic data
for machine learning experimentation is a good al-
ternative in domains where the lack of real data is
a problem.

Further work will focus on building a model
for the simulation of mobile money transactions.
Multi-Agent Based Simulation (MABS) is an in-
teresting technique that can be used to improve
the results of the generation of realistic synthetic
data sets for this domain. We aim to test in the
future the performance of several machine learning
algorithms such as Support Vector Machine (SVM),
Neural Networks, Link Analysis and Bayesian Net-
works. These algorithms have been used success-
fully in previous studies and it is of our interest to
evaluate them in future research.
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